: Sir Wilfred Grenfell College
UNIVERSITY

Wireless Setup for Windows Vista

For assistance during the configuration process please call the Computing and Communications Help Desk at
639-2049, avdesk@swgc.mun.ca

Who should use this document?

This document should be used by MUN faculty, staff, and students who would like access to the WLAN and
have laptops and desktops which use the Windows Vista operating system. It is provided AS IS due to
copyright and license agreements of the software contained within this distribution.

Requirements:
o A laptop with Windows Vista operating system with latest service pack and patches applied.
e A wireless network card supporting IEEE 802.119 installed with the latest drivers. NOTE: Do not install
the network card software, only install the drivers.
e Your wireless account is the same as your Grenfell username and password.
o SSID or network name: Faculty / Staff (fac), Students (stu), Guests (guest)
e At least 2 MB of free disk space on your hard drive.

Configuration:
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Tasks

View computers and devices
Connect to a network
Manage wireless networks

Set up a connection or network

Manage network connections

Diagnose and repair
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Click “Network and Sharing Center”, the icon that appears as four small blue screens:

Default Programs
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Click "Manage network connections” in the left-hand sidebar

Network and Sharing Center

3&] —=

VISTAUSER-PC
(This computer)

5‘- Not connected

You are currently not connected to any

Connect to a network
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4, Verify that the wireless card is detected by Windows Vista. If detected you should see a wireless
network connection icon similar to the picture below.
If the wireless card is not detected by Windows Vista you will have to install the appropriate drivers.

Please make sure they are the latest for the card in question.

'E" » Control Panel » Network Connections

W) Organize v 3= Views ~

Name Status Device Name Connectivity Network Catego
LAN or High-Speed Internet (2)
: . Local Area Connection :ﬁ Wireless Network Connection

s> _ Network cable unplugged Not connected

9 @97 Intel(R) PRO/100 VE Networ... | 9€ fl] Intel(R) PRO/Wireless 3945A..

5. Right-Click the Wireless Network Connection icon and select Properties, and continue to the
Wireless Network Connection Properties window.

) e Wireless Network Connection
> a Not connected
x dﬂ Intel(R) PRO/Wireless 3945A.., Disable

Connect / Disconnect
Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties II
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6. Under ‘This connection uses the following items:” UNCHECK: 'Internet protocol Version 6
(TCP/IPv6)'. Then select 'Internet protocol Version 4 (TCP/IPv4)’ and click properties; you
should see two windows that look similar to the following:

!i‘j"""ﬂl ork Connection Properties.
Networking | Sharing

Connect usnng
| & Dell Wireless 1390 WLAN Mini-Card

This connection uses the following tems:

[V 98 Client for Microsoft Networks
v .@Qos Packet Scheduler

-Layer Topology Discovery Mapper /O Driver
W] .. Link-Layer Topology Discovery Responder

| sl | [ Uninstal | [ Propeties ]
Description

Allows your computer to access resources on a Microsoft
network.

;Intg_met Protocol V_egn 4( Jil

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

fo) Obtain an IP address automatically |
(7) Use the following IP address:

IP address:
Subnet mask:

Default gateway:

I@' Obtain DNS server address automatically I

() Use the following DNS server addresses:

Preferred DNS er!

Alternate C

o [ concel |
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7. Make sure the 'Obtain an IP address automatically' along with 'Obtain DNS server address
automatically' are selected. Click OK and Close. Close the Network Connections window and return
to the Network and Sharing Center.

8. Click "Manage wireless networks” from the sidebar

Tasks .
o Network and Sharing Center

View computers and devices

Connect to a network

Manage wireless networks 1

Set up a connection or network
VISTAUSER-PC

Manage network connections (This computer)

Diagnose and repair

_I‘:'n Not connected

You are currently not connected to any

Connect to a network

9. Click Add in the "Manage wireless networks window"” and you should see a window similar to the
following:

1 Manually connect to a wireless network

How do you want to add a network?

"&n Add a network that is in range of this computer

This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer,

IS¢ Manually create a network profile

This creates a new network profile or locates an existing network and saves a profile
for the network on your computer, You need to know the network name (SSID) and
secunity key (if applicable),

A Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

10. Click *"Manually create a network profile”, and enter the Network name, Security type as WPA-
Enterprise, Encryption type as TKIP, and select “Start this connection automatically” and
“Connect even if the network is not broadcasting” so that the window looks similar to the
following window.
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Please Note: See requirements above for the SSID or network name.

SR
W' Manually connect to a wireless network

Enter information for the wireless network you want to add

Security type: IWPA-Enterprise 1’

Encryption type: TKIP v

Security Key/Passphrase:

V| Start this connection automatically

....................................................................................... g
Warning: If you select this option, your computer’s privacy might be at risk,

11. Click Next, and click “"Change connection settings.”

< Connect to...

Open the "Connect to a network” dialog so I can connect.

>

Open the connection properties so that I can change the settings.

12. Under Connection tab make sure the SSID is correct (see requirements above), set to “"Connect
automatically when this network is in range”, uncheck "Connect to a more preferred
network if available”, and check "Connect even if the network is not broadcasting.” The
window should appear similar to the following:
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stu Wireless Network properties

i Connection [ Security

Name:

SSID:

Network Type:
Network Availability:

stu
stu
Access point

All users

[¥] Connect automatically when this network is in range
[ Connect to a more preferred network if available

[¥] Connect even if the network is not broadcasting

13. Under Security tab select “Security type: WPA-Enterprise”, "Encryption type: TKIP”, "Choose a

network authentication method: Protected EAP: (PEAP)”, check mark in “Cache user

information for subsequent connections to this network” and click Settings. The window

should look similar to the following:

,stu Wireless ngygg&gmfgﬁ————s.;ﬂ;;

| Connection | Seaurity |

Security type:

Encryption type:

WPA-Enterprise

TKIP

Choose a network authentication method:

Protected EAP (PEAP)

v

[ Settings... ]

to this network

I@ Cache user information for subsequent connecﬁonsl

14, Uncheck “Validate server certificate”, "Select Authentication Method: Secured password
(EAP-MSCHAP v2)", check “"Enable Fast Reconnect”. The window should look similar to the

following:
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i v =
When connecting: _
I [T} validate server certificate

Connect to these servers:

Trusted Root Certification Authorities
B
[7] GTE CyberTrust Global Root
[7] Microsoft Root Authority
[ Microsoft Root Certificate Authority
D Secure Server Certification Authority
[] Thawte Premium Server CA

—

|”"| Thawte Timestamping CA

er to authorize new servers or trusted

tification authorities.

Select Authentication Method:
Secured password (EAP-MSCHAP v2) 'l [ Configure... ]

J|Enable Fast Reconnect

|| Enable Quarantine checks
[ ] Disconnect if server does not present cryptobinding TLV

o J[ concet ]|

Click “Configure.” In the "EAP MSCHAPvV2 Properties” window, uncheck "When connecting:
Automatically use my Windows logon name and password (and domain if any)". The window

should look similar to the following:

15.

EAP MSCHAPv2 Properties oo

When connecting:

[ Automatically use my Windows logon name and
password {and domain if any).

16. Click OK to the three windows to get back to the “Manually connect to a wireless network” window.
Wait a moment, and when it appears, click the balloon called “Additional information is required

to connect to...” .

Ak Additional information is required to connect to fac. *
= Click to provide additional information and connect
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17. Enter your Grenfell username and password and use SWGC as the Logon domain. Click OK.

Enter Credentials

Logon domain:

Save this user name and password for future use

ok | | cancel |

Note: This logon will authenticate you to the SWGC/MUN wireless network. Once authenticated

Windows Vista should remember the logon credentials and you should not be prompted for

authentication again unless the wireless connection is removed.
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