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WIRELESS SETUP FOR WINDOWS 7

For assistance during the configuration process please call the Computing and Communications Help Desk at
639-2049, avdesk@swgc.mun.ca

Who should use this document?

This document should be used by SWGC faculty, staff, and students who would like access to the WLAN and
have laptops and desktops which use the Windows 7 operating system. It is provided AS IS due to copyright and
license agreements of the software contained within this distribution.

Requirements:
o A laptop with Windows 7 operating system with latest service pack and patches applied.
e A wireless network card supporting IEEE 802.119 installed with the latest drivers. NOTE: Do not install
the network card software, only install the drivers.
e Your wireless account is the same as your Grenfell username and password.
o SSID or network name: Faculty / Staff (fac), Students (stu), Guests (guest)
e At least 2 MB of free disk space on your hard drive.

Configuration:
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2. Click "Network and Sharing Center”, the icon that appears as four small blue screens:
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Verify that the wireless card is detected by Windows 7. If detected you should see a wireless network
connection icon similar to the picture below.
If the wireless card is not detected by Windows 7 you will have to install the appropriate drivers. Please

make sure they are the latest for the card in question.

@Uv|&' v Control Panel » MNetwork and Internet » MNetwork Connections »

Organize « Connect To Disable this network device Diagnose this connection Rename this connection Wiew status of this cc
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Right-Click the Wireless Network Connection icon and select Properties, and continue to the
Wireless Network Connection Properties window.
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6. Under ‘This connection uses the following items:” UNCHECK: 'Internet protocol Version 6 (TCP/IPv6)’. Then select

'Internet protocol Version 4 (TCP/IPv4)’ and click properties; you should see two windows that look similar to the
following:

1 Wireless Network Connection Properties

Metworking | Sharing

Connect using:

xF  Dell Wireless 1395 WLAN Mini-Card

This connection uses the following items:

& Client for Microsoft Networks |
g\ﬁﬂual Machine Network Services
480205 Packet Scheduler

. [ File and Printer Sharing for Microsoft Networks
| W intemet Protocol Version 6 (TCP/IPvE)
- |rtemet Protocol Version 4 (TCP/IPvd)
i Link-Layer Topology Discovery Mapper /0 Driver
i Link-Layer Topology Discovery Responder

Uninstall Properties

Description

TCPF/IP wersion &. The latest version of the intemet protocol
that provides communication across diverse interconnected
networls.

| Internet Protocol Version 4 | C
- e o

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

fo) Obtain an IP address automatically |
(7) Use the following IP address:

I@r Obtain DNS server address automatically I

() Use the following DNS server addresses:

Preferred DNS server:

[ OK ][ Cancel J
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7. Make sure the 'Obtain an IP address automatically' along with 'Obtain DNS server address
automatically' are selected. Click OK and hit the back arrow.

8. Click "Manage wireless networks” from the sidebar

@@v“} » Control Panel » All Control Panel ltems » Network and Sharing Center v I&,H S

Control Panel Home F F . F 3
View your basic network information and set up connections

Manage wireless networks Ay l:h 0 See full map
e 2

Change adapter settings

STAFF-AS363H swgc.ca Internet
Change advanced sharing (This computer)
settings ; . E— . "
View your active networks Connect or disconnect
‘\ '\ swgc.ca Access type: Internet
2l Domain network Connections: I Local Area Connection
Change your networking settings

t, Set up a new connection or network

<n Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

N Connect to a network

- - . - =
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

'% Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

‘:j Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

. . w - - ” . _
9. Click Add in the "Manage wireless networks window"” and you should see a window similar to the
following:
@Uv|:ﬂﬂ] + Control Panel » Network and Internet » Manage Wireless Metworks - | +y | [

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add | Adapter properties  Profiletypes  Network and Sharing Center

Add a wireless network l

Wireless Setup for Windows 7 24-Dec-09



10. Click “Manually create a network profile”, and enter the Network name, Security type as WPA-
Enterprise, Encryption type as TKIP, and select “Start this connection automatically” and
“Connect even if the network is not broadcasting” so that the window looks similar to the following

window.

l\-...-/l o' Manually connect to a wireless network

How do you want to add a network?

Aui Manually create a network profile
"= This creates a new network profile or locates an existing network and saves a profile
for the network en your computer. You need to know the netwerk name (5510 and

security key (if applicable).

o Createan ad hoc network
N This creates a temporary network for sharing files or an Internet connection

Cancel

[o] & =)
@ 1! Manually connect to a wireless network

Enter information for the wireless network you want to add
Metwork name: | sty |
Security type: IWPA—Enterprise vl
Encryption type: |TKIP ,]
Security Key: Hide characters

Start this connection automatically

Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.
Next ] [ Cancel
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11. Click Next, and click “"Change connection settings.”

"\,..JI a1 Manually connect to a wireless network

Successfully added stu

< Change connection settings
Open the connection properties so thatI can change the settings.

Close

12. Under Connection tab make sure the SSID is correct (see requirements above), set to "Connect
automatically when this network is in range”, uncheck "Connect to a more preferred network
if available”, and check "Connect even if the network is not broadcasting.” The window should
appear similar to the following:

stu Wireless Network properties X

”Connection { Security '

Name: stu
SSID: stu
Network Type: Access point

Network Availability: Al users

[V] Connect automatically when this network is in range
[] Connect to a more preferred network if available

[¥] Connect even if the network is not broadcasting
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13. Under Security tab select "Security type: WPA-Enterprise”, “"Encryption type: TKIP”, "Choose a
network authentication method: Protected EAP: (PEAP)”, check mark in “Cache user
information for subsequent connections to this network” and click Settings. The window should
look similar to the following:

STU Wireless Network Properties @

Connection | Security

Security type: | weaEnterprise ~|

Encryption type: |[T|C[P v]

Choose a network authentication method:
Microsoft: Protected EAP (FEAF) '" Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

oK ] [ Cancel
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14. Uncheck “Validate server certificate”, "Select Authentication Method: Secured password (EAP-
MSCHAP v2)", check “"Enable Fast Reconnect”. The window should look similar to the following:
Protected EAP Properties IEI

When connecting:
[ validate server certificate |

Connect to these servers:

»>

0
[ Entrust.net Secure Server Certification Autharity
[ Equifax Secure Certificate Authority
[ Equifax Secure Global eBusiness CA-1
[T Globalsign Root CA
[] GTE CyberTrust Global Root
[ Microsaft Root Authority -
4| 1 k

|.m

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

Secured password (EAP-MSCHAP v2) YI ’ Configure. ..

Enable Fast Reconnect

|| Enforce Network Access Protection

|| Disconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy

OK ] [ Cancel

15. Click “Configure.” In the "EAP MSCHAPv2 Properties” window, uncheck "When connecting:
Automatically use my Windows logon name and password (and domain if any)". The window
should look similar to the following:

EAP MSCHAPy2 Properties S|

When connecting:

| Automatically use my Windows logon name and
password (and domain if any).

[ ok || cancel |

16. Click OK to the two windows to get back to the Security tab
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5TU Wireless Metwork Properties @

Connection | Security

Security type: [WPA-Enterprise ']

Encryption type: [T}C[P v]

Choose a network authentication method:
|Microsoft: Protected EAP (PEAP) ~| [ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ OK ][ Cancel ]

17. Click on Advanced settings and make sure that on the 802.1X tab Specify the authentication mode is
checked and User or computer authentication is selected.

Advanced settings IE'

802, 1¥ settings

Spedfy authentication mode:

[User or computer authentication ~ Save credentials

Delete credentials for all users

[T]Enable single sign on for this network

(@ Perform immediately before user logon
Perform immediately after user logon

Maximumn delay (seconds): 10
ﬁflluw additional dialogs to be displayed during single
sign on

This network uses separate virtual LAMNs for machine
and user authentication

[ OK ] [ Cancel
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16. Click OK to the two windows to get back to the "Manually connect to a wireless network” window, then
close. Wait a moment, and when it appears, click the balloon called “Additional information is
required to connect to...”

A[ Ak Additional information is needed to connect stu. % *
.q .

Click to provide additional information.

17. Enter swgc\username where username is your Grenfell username which you use to log into
computers on campus and your password. Click OK.

Windows Security ==

Network Authentication
Please enter user credentials

’ , swgcijsername
1 ' Password

[ OK H Cancel ]

Note: This logon will authenticate you to the SWGC/MUN wireless network. Once authenticated Windows 7
should remember the logon credentials and you should not be prompted for authentication again unless
the wireless connection is removed.

Wireless Setup for Windows 7 24-Dec-09



